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Scams and eCrime

• What do we mean?
• A few examples
• How can we stop it
• On-going projects



What do we mean?

• Scam
• Fraud
• Misleading actions
• Cyber-enabled
• ‘Hacking’



Consumer and Retail fraud

Software service
‘Too good to be true’
Shopping coupons
Official websites



“(1) In this Act “trade mark” means any sign which is capable—
(a)of being represented in the register in a manner which enables the

registrar and other competent authorities and the public to determine the
clear and precise subject matter of the protection afforded to the
proprietor, and

(b)of distinguishing goods or services of one undertaking from those of other
undertakings.

A trade mark may, in particular, consist of words (including personal names),
designs, letters, numerals, colours, sounds or the shape of goods or their
packaging.”.









Subscription Traps



Advanced Fee Fraud

Romance

West African 419

‘Too good to be true’ (2)

Rentals











Phishing

• The bait

• The catch

• The follow-up

• The clear out



What to do

• Prepare

• Prevent

• Protect

• Pursue



National Trading Standards

NTS created in 2012 following a government review of national consumer
protection responsibilities

Regional teams and national teams covering areas such as mass market
fraud (mail and telephone), doorstep crime and online crime….
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Working for you

‘Copycat’ web sites

• £40 million fraud, 37+ years prison sentences, £6.1 million 

recovered in assets

Subscription traps

• Improved the way the finance industry responds to consumer

complaints, developed payment disruption techniques

‘Microsoft’ scam

• First ever UK prosecution, working with partners on a further

investigation



Top Tips

• Never give out personal details

• Be suspicious of all callers

• Take your time

• Trust your instincts

• Keep control



More information

https://www.nationaltradingstandards.uk/work-areas/scams-team/

www.actionfraud.police.uk

www.takefive-stopfraud.org.uk

www.getsafeonline.org

www.cifas.org.uk

https://www.nationaltradingstandards.uk/work-areas/scams-team/
http://www.actionfraud.police.uk/
http://www.takefive-stopfraud.org.uk/
http://www.getsafeonline.org/
http://www.cifas.org.uk/


Any questions?




